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1. INTRODUCTION

This user manual is to provide a quick reference on the FPX Merchant Webview. The manual
provides reference for the menus available at the Merchant Webview system to be used by
the FPX Merchant/TPA where they can check their own profile and view transaction status,
reports online and also to submit refund request (applicable refund enable merchant only).

1.1 OBIJECTIVE

The following are the objective of this user manual:

i
ii.
iii.
iv.
2
vi.

Introduce menus provided in the Merchant Webview
Guideline on how to set and reset user password

Guideline on how to create addition users (User Management)
Guideline on how to view and check transaction status
Guideline on how to download transaction report

Guideline how to initiate FPX Refund transaction

© 2021 PayNet. Confidential. Page 4 of 36
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2. USER MANAGEMENT

Merchant shall have Admin User ID which is Admin Maker and Admin Checker. The role of Admin
User is to manage new user ID creation requires by the merchant. The registration of the Admin User
is through the Acquiring Bank Merchant with the submission of FPX External Access User Request
Form.

2.1 APPLY ADMIN USER ACCESS
2.1.1 High Level Process Flow to apply user admin access
Merchant/ Seller fill up

External Access User Request
Form (EAURF)

Submit form to Acquiring Bank

Acquiring Bank verify and Submit to PayNet
approve (FPX'Business Team)
FPX Business team verify and Submit to PayNet
approve (IT Security)

PayNet’s IT Security create the new
Admin ID

i. Merchant/Seller.need to fill up the External Access User Request Form (EAURF)
and submit the form to the respective Acquiring Bank for approval. The form
can be downloaded from FPX Exchange Portal.

ii. Acquiring Bankverify and approve the EAURF by the Bank Authorise person and
submit the form to PayNet FPX Business Team.

iii. . FPX.Business Team verify and approve the EAURF and IT Security team will
create the new Admin User ID for the respective merchant.

Important Note:

e The new user will receive the registered Admin User ID through email as provided
in the EAURF

e User ID is case sensitive and only alphanumeric is allowed

e An email notification will be sent to the registered email of the created user.

e The created user needs to click on the link from the email to set the login
password

© 2021 PayNet. Confidential. Page 5 of 36
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2.2 LOGIN PROCESS

1. Go to FPX Merchant Webview login page. Enter User username and password, then click on
the Login.

Login

Welcome to FPX Merchant Webview I

B2C - SUCCESSFUL TRANSACTION ~ _ .
B2C - PERCENTAGE OF SUCCESSFUL RATE

|
Value (RM)

L\ Important Note:

1. Account will be lock after failed to login more than 3 times.
2. Login will fail if
a. User ID is not found in the system
b. User ID is found but the user status is locked/inactive
c. User ID is found but the password is wrong
d. The same User ID is currently logged into the System
3. User password will be expired within 90 days. User are required to change User
password after that.

© 2021 PayNet. Confidential. Page 6 of 36
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2.2.1 First Time Login

1. As new user (first time login), User will receive auto-activation email through email
provided in the EAURF.
2. Simply click on the link inside the email and user will be redirected to set password
page to create login password.
3. Requirement for the password as stated below:
a. Minimum 8 characters, maximum 16 characters
b. Atleast one capital letter (i.e. A-Z)
c. Atleast one number (i.e. 0-9)
d. Only below special character are allowed
i. Exclamation mark (!)
ii. Alias (@)
iii. Hashtag (#)
iv.  Dollar sign ($)
v. Percentsign (%)
vi.  Circumflex accent (*)
vii. Ampersand (&)
viii.  Asterisk (*)
ix. Left parenthesis (()
X.  Right parenthesis ())
xi.  Underscore ()
xii.  Plus sign (+)
Must not have been changed within the last one (1) day
Must not reuse.the last 5 password

oo

Change Password

ment Pagtwo

SET NEW PASSWORD

© 2021 PayNet. Confidential. Page 7 of 36
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2.3 CREATE SUB USER

Login as Merchant Admin Maker

1. Login to the System as Merchant Admin Maker.

2. Goto User Management from the top menu. Then, click on the create button to initiate the
user creation.

View Merchant Users
SMI CHARGE BUYER

Search

Fagisseres

3.  Fill up the valid and mandatory information and click on the ‘SAVE’ button to complete the
user creation.

Create Merchant User
SMI CHARGE BUYER

asnicsn suan Gosy ey

“

4. Select the'Access Group for the user User would like to create. User may refer to Appendix

Afor.user’s role mapping table. The available Access Group that User can set is:
a. Admin Maker

b. Admin Checker

c. Merchant Maker
d. Merchant Checker
e. General User

© 2021 PayNet. Confidential. Page 8 of 36
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Login as Merchant Admin Checker

1. Login to the System as Merchant Admin Checker.
2. Goto User Management from the top menu.

3. From the filter, select ‘Request Create User’ and then click to search.

4. The screen will show list of Users that has been created which require Admin.Checker
approval.

emame Name $ Email Address Contact Phone No Access Group Sl User Status

APFROVERE ECT

5. Click on the Approve/Reject button to process the request.

Approve Create User Request

b S RURLE

“

6. Once approve, below screen will be appeared.

» User Creation

The user account was successfully created. The user should receive an email from FPX containing a link to change their password

© 2021 PayNet. Confidential. Page 9 of 36
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2.4 EDIT MERCHANT USER

Login as Merchant Admin Maker

1. Login to the System as Merchant Admin Maker.
2. Goto User Management from the top menu.
3. From the filter, select ‘Registered’ and search for it to list down the existing user.

‘ > FPX PROFILE USER MANAGEMENT ACCOUNTS

SMI CHARGE SUNER sl

view Merchant Users
3MI CHARGE BUYER

Search A

Frase ’

4. Selects the which user to edit and click on the button m of it. The screen will be
directed to the user detail page.

OFPX

lew Merchant: Edit User

5. Click on the Save button once to confirm the changes. Then the request will be submitted
to.the Merchant Admin Checker for authorization.

© 2021 PayNet. Confidential. Page 10 of 36
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Login as Merchant Admin Checker

1. Login to the System as Merchant Admin Checker.

2. Goto User Management from the top menu.

3. From the filter, select ‘Request Edit User’ and then click to Search.

4. If there is any user creation request submitted, the screen will show as below:

OFPX

View Merchant Users

Search

5. Click on the Approve/Reject button to process the request. System will display the original
value with the edited value for verification before give approval.

OFPX

© 2021 PayNet. Confidential. Page 11 of 36
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2.5 RESET PASSWORD

Step by step flow to reset password

1. In case if user have forgotten User password, click on the ‘Forgot Password’ link from the
login page to reset User password.

Login

Welcome to FPX Merchant Webview |

Je2mame FaSEWOrT

=35q EH-"'E -

2. User is required to fill up the username and registered email address to request for
password reset and click submit.

Forgot Password

Please enter your user name and emai

Jsarams Emal

-

3. An email notification will be send to the registered email address. User clicks on the link in
the email to access and reset password page will be opened to set new password.

© 2021 PayNet. Confidential. Page 12 of 36
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3. SYSTEM FUNCTIONALITY
3.1 DASHBOARD

1. User will be directed to Dashboard upon successfully login to the System.
2. From the Dashboard, User will be able to view below information:
a. Username (top right corner)

B adminmakergab

b. Seller name
c. Lastlogin date/time
d. Number of failed login attempt before successfully login

TEST BBA | Last logged in 08-08-2018 12:04:22 | You have 0 fadlogintioday

e. Vol & Value vs Time (Bar Chart)
i. Shows successful transaction value
ii. Show total transaction value
iii. Available timeframe : daily, weekly, monthly
iv. Available payment type : B2C, B2B-l, B2B I
f.  Percentage of Successful Rate (Pie Chart)
i. Available timeframe :daily, weekly, monthly
ii. Available paymenttype :B2C, B2B |, B2B Il

B2C - SUCCESSFUL TRANSACTION
&0 4 O g 3,000

B2C - PERCENTAGE OF SUCCESSFUL RATE

@ Successtul

" _ | & 2250 ® Unsuccessful

30 1500

Vol.
Value (RM)

FES 2010 AR 2018 APR201E MAY 2018 JUN2018 JuL 2018

—&— Tansaction Volume [ Transaction Value

Payment Parod Papment Tipe [820

© 2021 PayNet. Confidential. Page 13 of 36



FPX Merchant Webview User Guideline (V2.0) Doc Ref. No.: 600-10/4/0000206

g. By clicking on item (f), User will be directed to “Transaction Vol. Contribution &
Success Rate by Buyer Banks”

i. Available timeframe : daily, weekly, monthly
ii. Available payment type : B2C, B2B |, B2B Il

B2C - Transaction Vol. Contribution & Success Rate by Buyer Banks
160

120

§ 80
40 18
/124 10
1
0
s8l TEST No Bank Selected s8l TEST
S5l TEST No Bank Selactad sal TEST
] Suseessul L 12 o s 3
| ] Unzucsesstul 8 15 20 1@ 1
Payment Period Monthly ¥ Payment Type
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3.2 VIEW PROFILE

1. Click on the Profile tab from the top menu.
2. User will be able to view the Merchant Profile.
3. The available information are as follows:
a. Basic profile information
b. Company contact information
c.  Personnel contact information (up to 2)

Doc Ref. No.: 600-10/4/0000206
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3.3 TRANSACTION STATUS
1. Click on the Report tab from the top menu.
-PX Transaction Report

Search for FPX Transaction A

2. Set the filter accordingly and then click on the View Report button to generate the report

User need.
No Date & Time Tan Model FPX Transaction 1D Exchange Order No Seller Order No Buge Narme Amourt FPX Status
@ re DETA

I

L SLTEEN

"

A Bl Bl B2 B2 B

3. By clicking onthe Detail button, User will be directed to the detail of the selected
transaction.

| rangaction Detall

i 1o AR me 29.A0r-2016 113258
Wi 1604291137070621

Seller Order No Buyer Bank Seller Bank Buyer Name Jebit Auth Code Debit Auth Ne Credit Auth Code recit Auth N Amount

-
2 H
8 g
v

4. Note that the Date field is compulsory to input. Maximum range of days between is 60
days. System will prompt User an alert message if User set the date range more than 60
days.

© 2021 PayNet. Confidential. Page 16 of 36
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3.4 DOWNLOAD REPORT

1. Click on the Report tab from the top menu.

Transaction Report

Search for Transaction A

Maximum days between From and To dates is 10 days

Successtu -

VIEW REPORT DOWNLOAD REPORT

2. Once click on the Download Report button. The report will be downloaded in CSV format. Below is the sample of report.

No Date &Time  Product Txn Model FPX Transaction ID Exchange Order No.  Seller Order No. Buyer Bank ID Buyer Name Currency  Amount Debit Auth Code Debit Auth No. Credit Auth Code Credit Auth No. FPXStatus  Settlement Date
1 19/2/2019 18:40 FPX B2B1 1902191843360752  1856760383844965395 571526824140972146  PBB0233 ROHAYA GHANI MYR 20 OF 1902201742 34325223 Unsuccessful ~ 21/2/2019 0:05
2 19/2/2019 18:39 FPX B2B1 1902191842550750 8681454274585968998 2139736280035711234 PBB0233 ROHAYA GHANI MYR 20 OF 1902201735 43423443 Unsuccessful ~ 21/2/2019 0:05
3 19/2/2019 18:38 FPX B2C 1902191841450747 1464723176243360276 3962444006290174168 PBB0233 ROHAYA GHANI MYR 20 00 8877510165 00 26259467 Settled 20/2/2019 0:05
4 19/2/201918:37 FPX B2B1 1902191841180746 9149970247836346808 '4138718539577627807 PBB0233 ROHAYA GHANI MYR 20 OF 1902201734 35342235 Unsuccessful  21/2/2019 0:05
5 19/2/2019 18:33 FPX B2C 1902191837170745 2025049181001251839 4071851411519080311 PBB0233 rubys boutique MYR 20 00 8877500524 00 69929566 Settled 20/2/2019 0:05

© 2021 PayNet. Confidential. Page 17 of 36
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3.5 REFUND

This module

allows Merchant to perform refund. Refund Maker in-charge in initiate refund

request while Refund Checker need to review and act accordingly.

REFUND GUIDELINE

Refund Maker

1. Only Refund Maker can initiate refund request.
2. Login to the System as Refund Maker. Please refer to Appendix B for details guideline.
3. Before User can initiate any refund request, User will need to search for transaction record

first.

Refund Checker

1. Only Refund Checker can review and process the submitted refund request. Login to the
System as Refund Checker. Please refer to Appendix B for details guideline.

2. As Refund Checker, User will have below options for each of the submitted request:

a. Approve
o If the request was approved, System will initiate the fund transfer request to FPX.
b. Modify
o If the request was modified, Refund Maker can amend the request and resubmit

again.

For the same request, Refund‘Maker is allowed to submit for maximum 5 times. If
Refund Checker still returns the request after the 5™ submission, the status of the
refund request will change to' Rejected. Refund Maker then needs to initiate new
request.

Refund Maker can go.to Refund > Modified to check for modified refund.

Refund Checker can'select the modify reason from the dropdown list.

Refund Checker are required to input the reason (free text) if User select OTHERS as
rejection reason.

c. Reject

o

Ifthe request was rejected, Refund Maker cannot resubmit the request again. They
need to initiate a new one.

Refund Checker can select the rejection reason from the dropdown list.

Refund Checker are required to input the reason (free text) if User select OTHERS as
rejection reason.

© 2021 PayNet. Internal Use Only. Page 18 of 36
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4. APPENDECES

4.1 APPENDIX A - LIST OF ROLE AND RESPONSIBILITY

(v2.0)

Doc Ref. No.: 500-30/1/0012800

Admln Maker

User Authentication

Login

Admln Checker

Refund Maker

Refund Checker

General User

Logout

Change Password

Dashboard

View Dashboard

User Profile

View Merchant Profile

Accounts

View Crediting Accounts

View Debiting Accounts

Create Debiting Account

Edit Debiting Account

Reject Debiting Account Creation Request

Approve Debiting Account Creation

Request

Reject Debiting Account Editing Request

Approve Debiting Account Editing Request

Refund

Search Transactions X v X X
Initiate Refund Request X v X X
View Return Refund Request X v X X

©

2021 PayNet. Internal Use Only.
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Admin Maker Admin Checker Refund Maker Refund Checker General User
View Rejected Refund Request X X v X X
View Pending Refund Request v X
Return Refund Request X X X \ X
Reject Refund Request v X
Approve Refund Request X X X v X
View Refund History X X v v
Search Refund Report v \
Download Refund Report X X v v
FPX Transaction Report %//////////////////////////%/ / Z
Search FPX Transaction Report v v v \ \'
Download FPX Transaction Report i v I /// v v v
User Management - /%///////////////////////%
Create Merchant User v X
Edit Merchant User v X X X X
Reject Merchant User Creation Request
Approve Merchant User Editing Request X v X X X

© 2021 PayNet. Internal Use Only. Page 20 of 36
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4.2 APPENDIX B — REFUND GUIDELINE

b;_\/‘/
g Register Debiting
Account

© 2021 PayNet. Internal Use Only. Page 21 of 36
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OFPX

Crediting Account Details

Steps:
1. Login as Refund Maker
2. Click on “Account” tab

Barn Aiovst Nusser

OFPX

DASHBOARD

Creale Debiling Account

Notes: This is one time registration amly

Bank Name: Select your bank

Bank Account: Accoufit number,

Company Name: Seller Name'

Maker User ID: Wser ID of Corporate Internet Banking

Account Name: Nick Name of the account. E.g. Refund Account (can be
any)
Bank Branch: Bank home branch

Corporate Int."Bapking 1D: Password of your Corporate Internet Banking

Ny PN

NO

13-034-2017 15:29:47 | You rave § Tl OGN 1083

Steps:
1. Fill-up the information save
2. Click “SAVE”
3. Next Refund Checker to
approve the account for
activation.

© 2021 PayNet. Internal Use Only.
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Initiate Refund
Request

© 2021 PayNet. Internal Use Only. Page 23 of 36
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{OFPX

Initiate Refund

Steps:

1. Login as Refund Maker
2. (Click on “Refund” tab
3. Select Initiate

OFPX

Initiate Refund

>
W 533 dposc

e \ ==

1. Search transaction to refund by:
2. Enter date range to search the transaction or;
3. Enter FPX txn IDuos Seller Order No. to zoom directly to the
desiréd transaction -
4. Ti¢k theheck box to select the transaction i
5. Glick™ADD”

© 2021 PayNet. Internal Use Only. Page 24 of 36
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VOTAL 2 ITEMS SELECTED FOR REFURD

Steps: ‘
1. Enter Buyer Contact No and email address (optional)
2. Amend Refund amount if the refund amount is defer to the
original purchase amount.
3. Click “NEXT" ‘

Initiate Refund Notes:

Then the screen will showythe list of refund transactions
submitted to the “Reftind Checker”

TOTAL 2 TEMS SELECTED FOR REFUND

© 2021 PayNet. Internal Use Only.
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OFPX

Refund Report

Hobersd bnbatoct Ml FPX [ ranaaction

ue
L «

Orrgmal £PX
Cate & Turw

I

Notes: To view refund report

Click Refund Tab & Select Report
Enter Refund date

Orgiral Trmrmucson Amount Ryl Araipt ¥ e
- Rrtune St

s Brper Name
- ol oy 1y Cteba

N conen,

© 2021 PayNet. Internal Use Only.
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Approve Refund |
Request

© 2021 PayNet. Internal Use Only. Page 27 of 36
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O FPX

Bw " Tt e Te SOt te. | St oyt e o 4 P o
W - -- e . ~- 437 “aat lrecn o -
“ - - ssdly oo T
1. Login as Refund Checker
o e [ 2. (Click on “Refund” tab
3. Select “Validate”

Doc Ref. No.: 500-30/1/0012800
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RGE BUVER s ol T 2 "

Approve Refund

A |

- J. e B -l T detes

D A L - e — - A to e

‘ - . - L ) Seliers . Sayer Sank Suyer thame Motaie b hone Mo Suyer St Ao (10D Ko cdwd (M)

[~ L : a4 e ropeeenT Neam o

| = . a - ;'E- 2 4 .._...,.’, -

Steps:
. Login as Refund Checker o ’ m

1
2. Click on “Refund” tab

3. Select “Validate”

4. Tick the check box to approve

5. Select action “Approve™from dropdown
6 Click “NEXT”

ivemmesanes YOOI R oo tes yasenee Fp— ) o , X

TOTAL REFUND

TOTAL 1 ITEMS SELECTED FOR REFUND

l Notes:
=SS ) Screen will show the list of transactions that have _

been approved by the Refund Checker & click
I [ —
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Choose Debiting Account

Suver Mot te Fhore recamcton amo e . s e

Y .
Steps:
1. Then select debiting account “if have more RM 800.00
than 1 debiting account registered” A,.ﬁ,,_
2. Click “APPROVE" |

Note: Then transaction will be sent to the ’
corporate Internet Banking waiting for
Authorization. =

OFPX
Note: N e e '
Then the sereen will show list of transactions that

Refund Summary ) have been approved by Refund Checker

,
Refund request now has been sent to the bank

The followng refund tansachion wes successiully soffovy, gystem & waiting merchant to authorize the
request via Corporate Internet Banking.

— - - D Se . ) -

TOTAL AMOUNT TO €
REF UNOED
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Modify or Reject
Refund Request
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OFPX

Approve Refund

- - e F ol TY detes
( Rofurd Date & FPX Dute
W we . -
201 aon
%
2020 e

Ton PR Tewmacbon e
S - vaer Mo oyes Bani pver Momne
v
Note:

The steps as same as to approve the transaction.
However, Refund Maker to select Modify if to
request Refund Maker to modify refund amount
(if incorrect amount entered)

If select “Reject” then the refund request will be
rejected.

ARGE EUVER oo ~H0Te ove 3 13
By Teaneaction Amourt = Be
-
Mt Fhone Mo — Aot (0M) Ko ot (MY
- g o= = ' -~
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OFPX

Reject Refund

Ratund Dute  FPE Tranmacton Fuyer [ carmectrn
& Tame 10 Eane Mot e Mo

Note: R
1. If select Reject, then Select Reason codé
from dropdown list (reason for rejection)
2. Once rejected, systemWill not'allow to re- ‘

initiate second attempt. Rejection is
ey ElEE
3. Insert remark ifany’
4. Click “REJECT \
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OFPX

Refund Summary

The following refund transaciic

TOTAL 1 TEMS SELECTED FOR REFUMD

n was s

iccessfully repe

te

OTAL

REFURD

Note:
Then the screen will show the summary list of
the transactions rejected.

1,000 08

REJECT NEW RETUND
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Authorize-Refund
Regquest

via

Corporate Internet
Banking
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To scoess eDANKER, you need to enter your Password and Corp

Login Name
Password
Corporate

[tewe ] conces |

Ploase enter token PIN number

BINE USERAF TESTE@TASTE
Thatgae Oass 2 Coraumer LA

006 anz

Tokan MIN

e

TRUSYGATE

e ] _comn |

Welcome to eBANKER services

Good Afternoon, U'SER A/P TEST 6 © TAST 6

e-Banker
BANKING FROM YOUR DESK
To accems ¢BANCER, you need to enter your Passwerd

Login Name |« VUGERAPTEST 6 8 TAST (

Corporate releszels

1. Final steps, require to request
their i n into Corporate
Internet

2 the list of refund

submitted by Refund Checker
authorization completed, Merchant

TheninmtediatelyCustomer’s Bank to credit

You are currently sign on
et S WOTIOTS s o g S@. back the fund into Customer’s Account.
s v Refund consider completed & Refund Maker
or Refund check can view refund status at
Webview as Successful Refunded.
Successful
rsecthion ID - 1701161510090051) Successhul

09/07/2017 3:43: 21

C9/07/2017 3135:04 PM|

09/07/2017 3:35:04 PM|FFX ve.

o
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